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Agenda

* Records management overview

* Records emergencies in Texas

« Legal obligations

¢ Essential records — how to identify, protect, and ensure access

« Records emergency planning and response — how to prepare
for, respond 1o, and recover from a records emergency

Records Management Overview

* Municipal court records are included in city retention
schedule

* City Records Management Officer (RMO) is responsible for
maintaining retention schedule

* Courtrecords are in Local Schedule LC

+ Financial, personnel, or administrative records of a justice or
municipal court are in Local Schedule GR

+ Emergency preparedness is part of your city’s overall records
management program
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Tornadoes
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Tornadoes

May 27, 1997 (Cedar Park)
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Wildfires

December 26, 2005 - April 1, 2006 (Northeastern Panhandie)
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Floods

Severe storms, flooding across 29 counties, 2002 {Bexar County)

Tropical Storms

Tropical Storm Allison, june 2001 (Houston)

Tropical Storms
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Hurricanes
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Hurricane ke, 2008 {Galveston)
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Courthouse Fires

T
Madison, IN (2009}

iancaster County, SC (2008)

Power Outages

Hurricane Dolly, july 2008 (South Padre island)




Hackers:

- University of Texas at Arlington — prescription records and Social
Security Numbers of 27,000 individuals potentially exposed to
unauthorized source

~ Houston teenager hacked into protected computers of federal
agencies {White House, U.S. Army), a community college, and large
telecommunications firms — estimated $1.5 million in damages

* Computer Virus:
~ Texas Tech Health Sciences Center
~ Virus slipped past anti-virus software
- Website down for 24 hours

The Basics

* information is an asset

» Emergencies are not the same for everyone
* Active records management is crucial

* Routine disposition

Emergencies
* Natural emergencies
- Hurricanes
-~ Floods

* Technological
emergencies

-~ Building or equipment
failures

~ Electrical malfunctions

= Civil emergencies

-~ Arson

-~ Vandalism
- Terrorism




Legal Obligations

iLocal * Local governments’
' Government | duties

* Local Government Code,
Chapter 203.021(5)
— Emergency management
program
* Government Code, Chapter
418 (Texas Disaster Act of
1975)

| Records ACt ~— Essential records program

Ccoorp

COOP = Continuity of Operations

The 11 elements of a viable COOP capability:
-~ Essential functions
~ Essential records
— Orders of succession
~ Delegations of authority
- Alternate facilities
- Interoperable communications
— Human capital
~ Tests, training, and exercises
- Devolution
~ Reconstitution
- Written COOP Plan

Emergency Management Plan
Assistance/Training

¢ Texas Division of Emergency Management (TDEM)
- Training and assistance to local governments & state agencies in
emergency planning

http://www.txdps.state.tx.us/dem/index.htm




Essential Records
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Essential Records

Definition

How to identify

How to protect

How to ensure access in the event of an emergency




What are Essential Records?

Records that are needed to:
— Resume or continue operations
~ Re-create legal and financial status

— Protect and fulfill obligations to the people of the state

Local
Government
Records Act Section 201.003(5), Locat .

Government Code: Legal definition
of “essential record”

Local e, Section 201.003(5)

Resume or Continue Agency
Operations

* Examples

— Delegations of authority

— Rules, policies, and procedures

-~ Prison, jail, and parole records
Maps and building plans {as-built plans) &
— Emergency or COOP plan

Re-create Legal and Financial Status

* Examples
~ Contracts and leases
~ Accounts receivable/ payabie
~ Insurance records
-~ Payroll




Fulfill Obligations to the People
of the State

* Examples
—~ Deeds, mortgages, land records
~ Birth and marriage records
- Active court proceedings
- Voting records

Birth records, Brownsvilie City Hail storage vault

How To ldentify Essential Records

ESSENTIAL
- RECORDS

* Need to differentiate
essential records from
other records

*+ Less than 5% of all
government records are
essential

How To Identify Your Essential Records

* Factors to consider:
1. Your Court’s essential functions
2. Your Court’s records
3. Your stakeholders
4, Relevant statutes, regulations, and standards
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1. Essential Functions

During an emergency, essential functions:

~ Provide vital services

— Exercise civil authority

-~ Maintain safety and well-being of the general population
~ Sustain the jurisdiction’s industrial economic base

Must continue under all circumstances

Determining Essential Functions

Analyze your court’s business functions:
— What business functions must you continue to perform?

~ Which of these functions are performed only by your
court?

— Is there no alternative method of carrying out these
functions?

* All remaining functions are your essential functions

Duties Common to All
Texas Municipal Judges

3
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Preside over jury and non-jury trials
Make evidentiary rulings during trial and pretrial hearings

Issue process (subpoenas, summonses, capias, capias pro
fines, and attachments)

Grant continuances
Keep and maintain a docket
Rule on motions for new trials

Prepare or assist in the reporting of traffic convictions to the
Texas Department of Public Safety

TGurs FQUCaton Tenter and Tevas Wumcpal
Courts Association), 20107 p. 1-30




Discussion

* What are the essential
functions of a municipal
court?

— What business functions
must you continue to
perform?

- Which of these functions are
performed only by your
court?

- |s there no alternative
method of carrying out
these functions?

2. Your Court’s Records

.

Importance of a good records management program
Records inventories
Records retention schedules

3. Stakeholders

Know your stakeholders

— Who depends on you?

— Who provides mission-critical support?
Interview stakeholders

—~ What if you didn’t have access to that information for 24
hours?

— How long could you operate without these records?

11
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4. Relevant Statutes, Regulations and

Standards

« Statutes and ordinances that apply to your municipality

Regulations issued by state and local governments
~ What functions may be delayed, and which must continue under any

circumstances?

— Ask the agencies the court reports to:

Office of Court Administration
Department of Public Safety
Comptrolier of Public Accounts

= Standards from federal agencies and national organizations

Discussion

What records support the
municipal court’s essential
functions?

Sone records created by municipal courts...
~ Judge's docket

Call dockets - aiso calied "docket sheets” or
“appesvance dockets”

Case papers for traffic offenses or ordinance
violations

Case papers for examining trials

Case papers for administrative hearings

Reports submitted 10 state agencies — GCA, DPS,
Comptrolier

Juror Information and reply forms

::o’mm informatian for court staff ~ other contact
info

Records of fees due and collected

How To Protect Essential Records

Identify and evaluate hazards and risks
Determine and evaluate preparedness and mitigation

strategies




Identify and Evaluate Hazards and
Risks

* Hazard

* Risk

* Risk management
* Risk assessment

... Wet records = RISK

Pipes over filing cabinets = HAZARD...

Techniques

* Expertinterviews
* Brainstorming — “What if?”
+ Site survey

Site Survey

Environmental
Physical

Personnel
Information security
Preparedness

e
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Risk Analysis

1. Establish rating system
2. Rate your risks
3. Evaluate your findings

1. Establish Rating System

* Probability rating
° Impact rating

RISK ANALYSIS RATING SYSTEM

High Cetastrophic impact: Catstrophic impact; Catastrophic impact;
devestating loas. devastating loss devasisting loss
The event s litie Simiise events have Tihe event is expecind
x chance of occurming. accurred in the past. 10 accur.
»
© Medium impact, impact
s significant iosa aignifcant joas wignificant loss
- The event has liie Similar oventa heve The event is expected
g chance of occurring. ocaurred in the pest 10 ocour
a
£ tow impact; impect; impact,
some foss s0me loes same loas
The event has Httie Simitar events have The event is expecied
shemcal st i the past s
Low Medium High
Probability of Risk

2. Rate Your Risks

° Rate each risk identified

* Examples
~— Debris blocking access to cabinets
- Mold and mildew
— Fire damage

IDENTIFIED RISK PROBABILITY  IMPACT
1. Water pipe leak in records storage area High High
2. Theft of records due to unsecure vault .
Low High
door
4_Temperature and humidi
Medium Medium

unstable environment




3. Evaluate Your Findings

+ Determine your threshold for action

G =Action

RISK ANALYSIS RATING SYSTEM

High Catastroptic impact; aterstropivc impact, W awrstiophic mipact;
[ i foss
The event has little Similar events have The event Is expected
” chiance of occuring occurred in the pest. to ocour,
]
] Wedium Serioualcrilical impact, e AtOUSCAICE TPt o encusiCRuCa! IMpact:
5 significant loss loss. foss
- The event has little Similar events have The event is expected
2 chance of ocourming. oceurred in the past. 10 oceur.
o
E Low [V e b ey e e e
some toss some losa some toss
The event hes fittie Simiinr events have The event Is expected
LA e P e AR Y PO
Low Medium High
Probability of Risk

Activity 1

Identify and Evaluate Risks

Preparedness and Mitigation
Measures

On-site protection
Evacuation

Tape backup

Data replication
Mirroring -
Dispersal

Image: “The History of Tape
Storage” http://flic.kr/p/4HYNgX
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Activity 2

Determine Protection Strategies
and Measures

How To Ensure Access to Essential
Records

* Prioritize access
* Develop procedures

Prioritize Access

= Based on the type of essential record:

« Emergency and/or COOP plans
* Maps and building plans
* Delegations of authority

*Active court proceedings
» Bail bond forfeitures

Priority 3: * Inactive case papers

After first 72 * Historical photographs
. ;h°“r‘




Access Priorities

TIMEFRAME
LEVEL ACCESS EXAMPLES FOR ACCESS

Priority 1 | Records essential for | Physicel protective stonage is | Emergency action plan Within the first

response and closs to divester response | Business continulty pian | 6=12 hours
emgency cpsmwom | o inmlate mcess. | il rcorts e
and thersiore nesded | Electronic replication ’
immediatety methods are evailable for g“m fucilty drewings
immediate sccess ‘ersonne! security
of informetion. 24 hour clearence fles
|evaisbitny
Priority I | Records essential 1or | Physical proxecinve storage 15| Curent cient Fios Witk the st
quick resumption snd | close to disestar recovery n-progress Accounts. 12-72 hours
continuation of site for uick business Payable and Accounts
business following a0 Recaivabie
emergancy Research documentation
Current contracts mnd
Priority 3 | Records neaded to | Physical protective storege 1 | Accounts Payabis and “Afier the frst
continue aasential | accessible and outside of the Accounts Receivabis fites | 72 hours.
functions if normal | disaster aree. Existing contracts end
saency information,
were unevailebie for 8 Unsudited financiel records
projonged penod

Procedures to Ensure Access

* Cycling
- Periodically replacing or updating copies of essential records
~ Develop duplication schedule
¢ Documenting
~ Policies
— Delegations of authority
— Responsibilities

Records Emergency
Planning and Response
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(REAP)

* Outlines the information and actions needed to respond to
and recover from a records emergency
* Purpose is to prevent the following:
— Loss of records and information
~ Costly salvage of records and information
~ Delay in restoring critical business functions

X

What is a REAP?

* REAP is part of larger emergency plan (e.g., COOP)
= Portion of an emergency plan that addresses records

Components of the REAP

* Introduction * Supplies

* Policy statement < Vendors and suppliers

¢ Responsibilities and * Facility information
authorities » Preparedness, response,

* Communication plan and recovery procedures

* Locations of essential * Training, testing, and
records updating

* Records salvage priorities




How to Respond to a Records
Emergency

.

Assess the damage to records
Determine response priorities
implement the response

Assess the Damage to Records

Determine nature and severity of the damage
Document volume and extent of damage
identify which records are affected

VS,

Determine Response Priorities

.

Use the salvage priorities specified in your REAP
Recover essential records and valuable records first
Must also be concerned with all records at the damage site

19
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Implement the Response

First priority - personal health and safety
* Second priority — security and privacy

Implement the Response

* _ Initial action steps
- Cover materials
— Remove standing water
— Stabilize temperature and humidity
- Use fans to circulate air

image: Contaminated records, soaked by a burst pipe
in a storage area, are wrapped in plastic whiie
awalting transfer to a recovery area.

How to Recover from a Records
Emergency

Water damage — most common
Set up recovery area

Common drying methods
Records beyond salvage




Field Guide to Emergency Response
(video)

Duvel. Chris, photographer. Weves hit Naverre Pier hard during Humicane war's approach: Nevarre Beach, Fiorida. Septembar
16, 2004, State Liprary and Archives of Fiorida, 500 S. Bronough St Telishassee, FL 32300-0250. Via Flicks Gommons. URL
[ e i i HOTOR#em type=PHOTOGH

Set Up Recovery Area

+ Large enough Lo accommodate
severa: tabigs

«  Good air crediation

+  Securable -

+ Access toclean water

Cnvirenmental controls

+ Air drying

* Vacuum freeze drying

* Vacuum thermal drying

» Thermal vacuum freeze drying
* Freeze drying

21



Records Beyond Salvage

« Identify destroyed
records

* Document damage

Uibrary fire (Plymouth Public Ubrary, UK): papers
destroyed by fire, August 20, 2008. Source:

2781744496/

Summary and Review

« Legal obligations

* Essential records — how to identify, protect and ensure access

= Records emergency preparedness and response - how to
prepare for, respond to, and recover from a records
emergency

Back at the Office

* Start communication with records management and
emergency management personnel

* Identify essential functions and essential records
* Start developing a Records Emergency Action Plan (REAP)




TSLAC Resources

Email us

— sirminfo@tsl.state.tx.us

Call us

— (512) 421-7200

Website

— http://www.tsl.state tx.us/sirm

Blog

~ http://www.tsl state.tx.us/sirm/blog
Discussion list

~ http://lists.tst.state. tx.us/mailman/listinfo/tx-rmi

Questions?
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